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[M<7)^#] AE SHf-^S^g, AESt^I^t, £}«ttf\ A E S Bg 

- r ;u h <D&fcm. t&mn-t&tfvT &mn& t , mm if u r &mn$*<D m 

ilo 

*i5e-f £ fiPUSP^ * ^ftr A E S Of ^itfa^ £ H^f 1" * A E S Bf f«tltlt o 

7£th%\ y \&t}W*9*y&fc-fz>m2 *^y YUft. ft* 

ras&t&fiPttSBfl'fc^'trAE swHHfcifr^ m&mmwmm n^*m=r a 
e sm^&mmwx&^x, m 1 > ksp$3\ bpimb#k Ltz^mzxti 

f£2 K^T'^^tL^m^UvTs^lc^-t^^^i:, SMfeMSfe 
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I* 

im*«4] iPffiSR^**, *0tf*«iei-*t, 10 21 , 10 II 

, 10 II, 10 31 £W;fcU Ultf^tt^i-^t, t^tfc: 10 31 , 10 21 

, 10 II, 10 1| £fcB#U »2fr£*i5£1-*fc, mt 10 11 , 1031 

, 10 21, lo n Srtttfju mzttzyifc-tht, 10 11 , 10 1! 

, io3i , io2i zmj3-t&iR&tf&7--7frtt't-&citi&WL£'r&m 

[If*^6] AE sat i i^tfll*, XSfl' 
l&je-r&fiPltlfP^Sr^trAE SM^^IfttSAE Sf#jlIgft^o 
1 S«£H3t i) mi-g^fS: £ . mrifri^&K «t 0 jr t) ttj s nfcSHfcfcgE&l-* 

^z*itz\&t)Vis* 9 tzfew-tzfem^mt z. t iftmt-rz ae s« 

fc-T&mi > K«B$3\ mt»U'>*^^S:it5c1-**2 3i-^7> KSB^, ff£ 

ti5fe1"*fiPI6««'«r^'trAE SH^fc^, ENtill^SfQitlltfc^llfir 1"4 A 
E Sfl-^Ma^S-e^oT, * 1 > KfflWK fiPliSBfl-K Lfcri^MifFfEATj 
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nft # £ ^tT-r 4 s»s t z m-t h z. t * mm. t -r & a e s m^vmmw.o 

[ft*® 8] Wmm%-i)K moft*ftfe-t&£. ti& lOel , I 0 9 I 
, lOdl, |0 b| Srffi^L, SSlft^rit^i-ifc, 10 bl , lOel 

, 109} , {0 dl £tB2JU »2fi ; «rJ&St1-4fc, ^ 10 dl , |Obi 
, lOel, |0 9 I fctitfjU f£3fir £Jt5e1-& fc, 10 9 I f |0d| 

, {Obi , lOel *ffi*"r&*rlE«»"r-'r^**-r-&^fcS:!RF«t-t*» 

*^9>K«^, tf^^i-^fiPffl^^^tfAESBf-til:^, AESffft 

^^^f-r^AESBf-^-^Ma^ar^oT, k«$3\ epas 

fflWfrK L^v^ffiATJl^v* H^7f - ho lllft£flfc«)tb-r£l <*>jl^# 
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" 2 <DmiR&%0>ti&j*m*it • Qi-%itmiz&» : 't r frt, mum 

-tZ&Mr- - 7)V t , huI£^ 3 <DM1R^&<7>mt) £ mumtr- - 7)Vfr h<D&& 

Wit zmm-tz ifu Tomnfgtt. muirv 7#m^^^^ 2 > k 

A E S m^r ' QL^r&m&tito 

2<nmwtWL0>m-t}*m^rit • m^itmiz&&+&mfm&-T-7)i'£. mum 
i±muT?4 y^c&m&vy&tjzmiRL, m^it<nm&i>zimum$m^7--7 

-t Z> \%Wlt - 7fr t > m IB# 3 ©I^S©UJJ mr SE«ftx - -7' ^ ^ c, co#^ 

[Wf*^ 1 2 ] miEU 1 <oii^#s, mrte^T -7 ^ >se*ihij», tuse^ 2 
(omwtWL. mmmm^^-7)u, mur? 4 13011?^$: 



ttlll# 2003-3081314 



HfcM 2 0 0 3 -0 1 8 8 4 5 ^- V : 5/ 

[ 0 0 0 1 J 

AESBt^S^S> AEStI-^Ma^g> aes^- 
[0 0 0 2] 

*7 7>f^ ADSL, C A T V & ttl^^n - K^O K • 4 > * - * ? h 
&i§Ha'f--*' ^ (Virtual Private Network, VPN 

Z> o 

[0 0 0 31 

J14VPNCffl^fbtiTv^Bf^-(i, 56 b i t JtO*»^£ffl w^g]^ 
Bf^- (Data Encryption Standard, DES) ^?^(D^t 
iU^^3DESf*^o L^U 4-f£f3\ 3DES<h IslfWiilit J: ^ Bh"^" 
^Jt^v^W^tiTV^^*|l1gmBf-^AE S (Advanced Enc 
ryption Standard) Bf-^Ig £ j^x. <b *iT v> < iJ&frft^o £ 

ae sm^itm&zmm-f&ij-mt Ltii, ae sfs^- ^xr-rn? 

SMSHIM^S^^^o 
[0 0 0 4] 

^m^mim 1&%imm& (Federal Information P 
rocessing Standards Publication, FIPS 
) 197 WT, F I P S 1 9 7 tffii-) -em^^ftTV^AE 
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#0 2 0 0 3 -0 1 8 8 4 5 ^- 9 J : 6/ 

[0 0 0 5.] 

AE SX*m^btl2>7-~-9m&r~*)& T^x-hJ ^i2 1i:^to AESt 
(i, A^T'-^^r 1 2 8 tfy Mfiorny *KE£J0, 1 2 8, 1 9 2, 2 5 
6 If y hS<^*Sa"eBf-^ft-r*o l 2 8 If •> hA*ii> 1 h (8 tr 

•y h) ■y-*K#»$*t, 4fir4?ijoae2?!ict&#j$tL*o -ob^ijs- r*x-h 

v ?$*<D&/<4 V ZW-^MK i no?J^i n 1 sT^-ft, El 2 1 (a) K^-f 

» ifi 1 j y!l<^R**, S if j (0£ i, j £3) fc^-t (02 1 (b) ) o 
[0 0 0 6] 

A E S Oie-^ffc&Sli^lfcfcltt 1 (FIPS197, Figure5) iz& 
fn- KT^$tLt^-&^\ ^ft£7n--f-^-MtL£&<7)£III2 2 H^1" 0 
HI 2 2 <t o AE SHt-f-flrCfi, l~7-7 > K ( 1 4 0 3) J fcP^tffta 

^tiii^Mti^ltctt^btSo 9 * > K<7>E$: (Nr) (in 
SCJ: 19^:^ <9 , &^7& ? 1 2 8, 1 9 2, 2 5 6 \£ v h ^7 > K^Hifcti-e 
tiftLlO, 12, 1 4@-C*So Sit Lt7->>KI±SubBy t e s (1 
4 0 4, >H hSJfc) > ShiftRows (1405, |WJ — ff l*Jtf> v 7 h) , 
MixColumns (1406, |bJ — ^JrtOfflSSCJlL) , AddRoundK 
ey ( 1 4 0 7, fa±m<Vtim) frhmfc^tl&o tzfzL, % 1 v * > KOflfrK 
UddRoundKey ^ 0 ( 1 4 0 2), flt**-^ * > K 1 4 0 8 CM i x 
Co 1 umn s*ifcv\, WTfi: KJ hmtt%> t £ it, -7 > K 

[0 0 0 7] 

7 ^ > K?:iSt4#iI(:ov»t^t^o SubByt es 1 4 0 4(i, 

8 If ? h 2 5 6f§co^r--r;K7)|*l#(i, 1 (F I P S 

197, Figure7) T*4x.^^tv^^, Sfc^WKIi, \?}fc<DifUTfo 
GF (2 8) ±^jS£jR«r I) , -eofiffliU If y h moftffeft&Sftt:: «fc 2> T 1 4 
(l^rai (FIPS197, ^ (5. 1). Sfctt, ^ (5. 2) 
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mM. 2 0 0 3 - 0 1 8 8 4 5 ^- v I 7/ 

") ) kmLtz^^^mmLx^tzi.^h^o jar, z^^-r^z 

, ^MflWCin (F I P S 1 9 7, F i g u r e 7) <7>* "7° v 3 > K & <b v> S 
-box <hfSi- 0 Shi f tRows 1 4 0 5IJ, l^-!Trt«y7 h#L3I'C&& 
o H i fr (0^ i ^3) <D4^m* i ^^n-x-T hMt^o M i x C o 1 
umn s 1 4 0 6tl±, 1 (FIPS197, (5. 6)) T"#x. 

f,titv^§Mfflv\ [5]-^f[*I-t:-«fD-a» (^H^DH) MS^fi^o Add 
RoundKeyl407(i, *a^<b±J£ L/j^H^ mUirho 
MixColumns -Cffi^&ffi^tDJi:. AddRoundKe y-Cfflv^^jp 

im, ^o7kf (28) ±t*8 \£ y v <D%Lmm^mztitz&Mzm^z>o 
jfuTfoGF (28) ±<7>mmz¥y vzt<7>mm^mmmx'ftz-z>fMm%* 

[0 0 0 8] 

"7 %>®M<7)n SubBytesl404, ShiftRo 

w s 1 4 0 5, MixColumnsl40 6 MS£iii^t1-&f£5|l<7>J£#T£I£ 
W-f&o Ztih 3 o<7)M^V±S1-'?)<7)(i. SubBytesli, -r-XO^BS 
£^<-b"^ J^M ixColumnsli, **D7^GF (2 8) _L<7)lft|§: 
<^tf7^^^||^^m:or(i^»:»^^^1-^,C<h, J/:Shif tRow 
sliSubBytes <h —Wit Ltjllt §<?>C<i;tcj;&o — ^ A d d R o u 
n d K e y lifltT* <9 $5:5:14 rt'ES SU^S LT & Fp1II^&^ 0 

[0 0 0 9] 

SubBytes, Shi f tRows, MixColumns fr-ffc 

<^ 1 ?|J^4^^C7)7'> > KMS^^{±l^1-^7t:i6<7) ->7t^7n-^ 
Lti^o f£oT, h 1 (4£iJ) ICOV^T l77> K^O^ 

£t#£Hfi, H12 3 IZTFLtzWtfflmn&MZ^ 7,7-- Y JiOAtB^fie^ ->7 
h L^75 ? ^^-ft4 Hl^Oil-r^M^^o EI2 3^i3V^T > SubByt 

esl50UShi f tRows t<D$imMfrlt\tlWz-i:$)& 0 S u b B y 
t e sliWMl/:^f^^i^MI, Shift Rowslif^L 
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fc, Shi f tRowsli, SubBytes <7)&A^<7)irxf#fcfi£^-r 
f^T'^Jl^tiTv^o MixColumn stli, ^S-bo x JH^J UfflSUKIft 
1 5 0 2 Lfc^ x."C*ni* 1 5 0 3n„ #8fc<7>{Ili, ^ftjjttl (F 
IPS197, 5t (5. 6)) K^SflfcjiOT-**,, GF (2 8) ± 

<ni%&t<7>mn'c$>2>zt%W7fi-rztz#>. mm^mi (fipsi97, a 
m) xmwzzb^ r- u 6itmi j t^ieLr^^o 

[0 0 10] 
[0011] 

ii , A E S KjISe $ R i j n d a e 1 Of-^^n-^S 1 2 8 t* 7 h • ^ 
- KCii^ttt, |WJ— ^os - b o x £ 1 6 l@ffl;i;U * h _t<D£ 1 6 ^ 

[0 0 12] 

£<b^, mmz±iffzmt lx. mm-%m4tf&ho ^iwcsucjov* 

McLoone^li, X-r- l^^l 6 55\ t^o 1 2 8 b i t HB#?>£ 
1 077> K5><7)^- K^xT^MLWILtv^^ -tz\frhm2 3 K 
*tJ£1-& 17-7>K4 ^Htj^ SubBytes, Shif tRows, Mix 
Co 1 umn s%im®ffiZik£ltiLtzi><DZm2 4 IC/j^o 02 4 ^LfzX n 
iZ % S-b o x<nftm-£7Z%km-f2>iXi?<0 IZ^tbfaMfeLtzftm-amLfzS- 

b o x z&M^mmtzumML. iTurwmni&i 5 0 2 z^mt lt^£ 0 jl 

ffiCIt S-boxffi;*j£|02|, 1031 ^-r&f^I'M^ S-box£ 
fWi £3l£IL7t::r-r;W3tjnx. N S-boxf-7^±<7)#i^ |0 2| , I 
0 31 mLtzm£femLtzT-7)lsi>m&LX^Z>o 
[0 0 13] 

:<7)J:vi:, Bt#<7)/N- K^iT^T(iS-b o x O^a^^^i - - t "Cafe 
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[0 0 14] 
[0 0 15] 

mmXU 5 , Iftm-? Onynty ^±<0 r -tr > 7* 'J WIp"CA ES^g 
LfcV-Xn- Kflaescrypt. a sm^'^o CCT1±, EI 2 5 iZTfiir 
->^f;V7n-0 H|£o tz&W&ft t> fix v > & 0 
[0 0 16] 

- <7^y£T(i, 8 tf v h 2 5 6 I§<0 S-box (1501, 1601) <D\Xt> 
*9 3 2 tf v h 2 5 6 %%<D$tim. S-boxO, tSM S - b o x 1 , WM. S - b 
ox2, - b o x 3 *^#tf*L£fEtt±t::flM#LT*J < (1701) 0 

^-y^pjnO-^^XCOl^Ho^-C. J£iS-box0t!it*7 8-1 
5, 16- 2 3, 2 4 -3 1 /'fv^^fOS-b o x-r-^MB 

i*rti*rtL 1021, foil , 101} , 1031 f§L^:it«rt&iWLTi3<o 
IWJ#Ur--r^^-tB^(7), kfyhO-7, 8-15, 16-23, 2 4 - 3 1 K 
, |W| D>f >7»-y ?*{igc0S - b o xHt£, t£3KS- b o x 1 XU^rti^ti 10 
31, 1021, 10 11, 10 1| feLtzm*. tSMS-b o x 2 
ti 10 1} , 1031, 102), jOll fSLrt:fifi£, i£5SS-b o x 3 tNi 
Wti |0 1| , 10 1} , 10 3} , 10 2} f§Lfc11^^LT*5<o £ 
Wi0«IS-b o x 0-3 ^rffligttitf, 4dIc7)t«S-b o xfjc^mt 1 
7 0 2 t, 4@(7)GF (2 8) ±o^n^ 1 7 0 3Xm2 3 t ISI^FO v n 
-^HlJ-e # , 1 7 7 > K 1 ^ij (4 ^SubBytes, ShiftR 

ows, Mi xCo 1 umns #2:11 7^ff x. o 
[0 0 17] 

2Mf W\fcltt 5 <^y£ (Gladman <r>~H&) »i, ll<03 2 t'7 hSVy^ 
*U8 ti MOSi?: 44@/n°^ * LT4 3k?iJS IMD (Single Ins 
truction Multiple Data) if #^^f^ £*J>^Si£"C&&o 
[0 0 18] 
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[0 0 1 9 J 

AESSfffcli, ^MMl (FIPS197, Figurel5) 
3- K^^iiTi/^**, :ii?:7n-fir- Mt L£ & <7)&IU 2 6 C^i" 0 
[0 0 2 0] 

InvSubBytesl 8 0 4l±, SubBytesl40 4 0l 
^31, InvShi f t Rows 1 8 0 5I±, Shi ftRowsl405 

InvMixCo 1 umnsl 8 0 6l±, MixCo 1 umnsl406 
Wlllt'JbSo AddRoundKeyl407 WMLSti A d d R o u n d 
K e yitt*4^ E8Ua>7ttf>A ddRoundKey' 1807 t^taLT 

[0 0 2 1 ] 

,022 K^L^Bg^b^MS&MCfi 1 ^ rtfifefc < , ^:tc^4 «fc n 

ailR^^SiS'fk^ifeLTV^o $-f\ InvShi f tRows 1 8 0 5 tl n 
vSubBytesl 8 0 4 i £ Aft#X.TV*& 0 InvShiftRowsl 
8 0 5 (i, m*1%'otzttWiPft* : £x-2>1&mX*$> *K InvSubBytesl 
8 0 4(i, mffiZ&^tzZ imZ&x.&98M%0>'C JK#&Aft#x.T 
TO — -Cab^o 

[0 0 2 2] 

^CK, AddRoundKey' 1807<hInvMixCo 1 umnsl8 
0 6 ^Atif itv^o InvMixCo 1 umn s 1 8 0 6li, W^S&O 
T\ AddRoundKey' 1807 OtB^jH, InvMixCo lu 

m n s 1 8 0 6 ^Mi"^^ £ Cl*>, InvMi xCo 1 umns 1 8 0 6 <DitiJ] 
AddRoundKey' 1 8 0 7 £M Lt & |bJ — <7)|g^:7) ? t#^ fr&o 
[0 0 2 3] 

fc£U *l?*Anf£fcA ddRoundKey' 180 7-Cfi % Bf-^ffcBf 
tTODt£^T"(i^< , InvMixColumnsl806 £*& Lfci£;*:&£ 
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[0 0 2 4.] 

AE SfgfftM<7)7D-f-t- MH2 2 t m^it&M^ 7 a - f- -V - hill 2 
6 iitm-f&t, 7<y y V\^<D^m^m^ittm^itx^<Ux^^z ttffrfr 
ho SubBytesl404<bInvSubBytesl804 
4^f-r;^rtSiM ixCo 1 umnsl406<hInvMixCo 1 u 
mn s 1 8 0 6f)iv^«^S 0 I nvSubBy t e s 1 8 0 4 t?JiF I 
PS197, Figurel4 t^$ntv^^f-^V (JiJLT I n v e r s 
eS-box) InvMixColumnsl80 6T*(iF I P S 1 9 7, 
5* (5. 10) t4x."btlTV^^t^fflv^ a 
[0 0 2 5] 

ae sm^ik<7>ngt*mw-f2>o ^iktm j ^ik<n7u--f-v- vitux^z 

<DX\ 12 4 IZJFLfzM c L o o n e b<r>-fife*fe J %ik<?> : i UnvSubBy 
t e s 1 8 0 4 , InvShi f tRowsl 8 0 5, InvMixColom 
n s 1 8 0 6 0j|iiM(:Mf l^o -<7)±§-g-, 1 ? V > Vinhtz^O I n v 
S b o x<7)|*J^£ |09l , lObt , |0d| , l0e| ftL/:48iOf- 

1 1 Kl3?3fc*fclJ K&#LT4fl (8Kkf h) ttfl|-t*o -tL 

[0 0 2 6] 

@2 5 U^LfcG 1 a d m a n fc^-^ffc I n v S u bBy t e s 1 8 0 

4, InvShi f tRows 1 8 0 5, I nvMi xCo 1 orans 1 806 

19 3 2 tf y h 2 5 eHO-r-^Sr 4^0 (32ktf^) JBift L&tttUffc 

[0 0 2 7] 

& o 

[0 0 2 8] 

[ftlfcfctt 1 ] 
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2.0 00-322280 

immxffi 1 1 

SS£l$1f Wt^MMfe (Federal Information Pr 
ocessing Standards Publication), FIPS 
19 7, (*H) 

t^MiiS, VLD2001-91, ICD2 0 0 1 -3 5, FTS200 
1-38, 2 0 0 1^1 IE 

Patrick R. S c h a umo n t ti^, "Unlocki 
ng the Design Secrets of a 2.29 Gb / s 
Rijndael Processor", Proc. 39th Des 
ign Automation Conference, fitotUr-^- 4 1. 1 , 
June 2002 

[##It»4] 

M. McLoonell**, "Rijndael FPGA Imp 
lementation Utilizing Look— Up Tables 
, IEEE Workshop on Signal Processing 
Systems, 20013s p. 3 4 9 -p. 360 

Br i an Gl adman, y7F">x7 ■ 7-*^a e s s r 
c . zip, [online], 15^1^100 &M] , <<>9-*y 

h<h t t p ://f p. gl adman, plus, co m/ c r y p t o g 

raphy techno 1 ogy/r i j ndae 1 /> 

[0 0 2 9] 

mwtmfe l x n t -t&mm] 

<7>x-y;u l 6^, It3 2 k \£y h £ffl:tU Xx- h±<D£l 6^m*m&?^ 
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[0 0 3 0] 

»ti4 0^Stii, Bf^ko^^tc 1 60 loi^ nxx-h l?ij&£ 
f) 8 tf y 1- 2 5 6 I§<7)f- - 7fr £ 1 2 IB (24kt'-;h) , 1 9 > K 1 ^i§& 
£tni&HLT3lB (6ktfyh) ^ffl LT i^&o iM^it^tzibtZli 8 tf * h 2 
5 6%%<Df--7)l<Z 1 6j@ (3 2 kkf-y M , 1 7 ^ > K 1 55** 0 tc^HL 
T4f® (8 k tf y h) tfflt5o 
[0 0 3 1 ] 

»it5(7)^t'li, Bf^bOfc^H, 3 2 tf y h 2 5 6 ISO x - ^l/ £ 
410 (3 2 k if* h) ffl«1-*^5?7& ? **o 1 Kl H&lfl-ft 

t£\ 8ktf7 M£ffi Ut^o a-^"ft«5fc*tc<>ra i: <32if^ 2 5 6f§^7- 
4ffl (32kfcf*M , 1 ?<y> K13S**fc«HC&JM-*ltf, 8 k tf 

[0 0 3 2] 

OK, S - b o x f - 7><7)it^l|^ ^fn7#f^ 
ii, h&^tMSJ£-C§*OK*tU 8 tf y h 2 5 6fS<7>S-b o xf- 

r;K4, »^f— i7?r- vmmi>$>&t:*>. &mit<vimt lta- k^ts 

[0 0 3 3] 
[0 0 3 4] 

ffiflW 2003-3081314 
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[0 0 3 5] 

mm *mvk-tz>tz*><o 

[0 0 3 6] 

* ^ 7 > K«B53\ ft*m7Z-tZ> iPffiSRfr * ^ tr A E S Bff-JMfcffr^ £ nff-r ^AE 
[0 0 3 7] 

^Oi3(0AESBtf®.I^lii, AE Sm^it&^XfrZ Z t^^U 

t^^yVUfr. fir«rfesfe-*-&fiPflt«^«:^trAESie^-fb^^ 8NfeM»3*D 
iajt^SrHfT-t&AESBff^-ftiaigit-CJbor, ill Kg|$55\ 

T-7frfrb<D&&%tt*mML. M&LXtiitJ-tZJfnTfamM&t, mux 
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[0 0 3 8] 

Mttr^oT, wm&fr&. Boftztufc-rzt, &m 1021 , 10 1! 

, (Oil, 10 31 SrffiZfU miff*ft&-t&t* 10 31 , 10 21 

, 10 II, 10 1} £m#U *2fT**B£1-&*:, ^» 10 ll , i 0 3 I 
, I02|, |0 1} £m#U »3ff**83ei"*i:, 10 1| , lOll 

, io3i , 1021 z&tji-zmtm&T-rfrZG-t&ztzitmt-tZo 

[0 0 3 9] 

t, mum^m^x ^^^^^tzwrn^mitm^m^^^-r^t 
)v<r)&nt mmm.T - -Dvfr h <d&&m t * mn-t Z> if n Tttfimsi <h , m IE 

[0 0 4 0] 

*3PJ§cOtjl2<7)AE S^M^gti, AE S'iM. J %it$H^X»&Z> Z. t*7F-fU 
ft, Atll'yx^^t^il K£R3\ ttl*l/yxH^tS|2 

SSfJ&IllttioT, 01 > Kg&53\ BPIffi^H^LTt^VMtuffiA^l' 

£ *i 35* * ^m-r & ^ -r - t , mmuft^ l tz > 4 n m^j -r 

[0 0 4 1 ] 

^!§0^<7)^3OAE S^M^fiti, AESatmt?*4^t«:^tai 
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mn^^mn-r^AEsm^-mmmmxh^x. iit^7>hm epas^ 
lEa^su <t »> 5t o m snfcss* t . nmnfti- Ltz 

[0 0 4 2] 

wtt^ot, BPtt»»* s , monzifefc'r&t, mt loei , 1091 

, |0dl, |0 bl *W^L, SIl^TSrtBSi-^t, ^» JO bl , lOel 
, 10 91, 10 dl £tb#U *2ff*IB5fe-r* fc, 10 d| , 10 bl 

, 10 el, 10 91 £ffl;ftU &3ftZmfc-rzt, 10 9( , 10 dl 

, 10 bl , 10 el *mtl^Z1&U%&T--7>\'tt-t-Z>Z.t*%fWLt-tZ> 0 
[0 0 4 3] 

i-zMT-7 4 vwsmnt, m^-it^m^^itmum i ^miR^^mij^m^ 
f^m* m^-r -siif - r ^ <h , mum 3 at** <h «rffi#»-r - 

[0 0 4 4] 
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*km<vm 2 o..a e s Ht-^- • m^mmmit. aes ursHb^\ a e 

n z^Tz.-tr&v-muftz^ts ae s 

^^^^aii-^l^iitR^i:, fT8fi8 1<7>a4R¥IS:KJ: <9 W 0 tti £ *it^Sj£ 

m 2 <nmiR^&t , frie^ 2 oii^^com^ £Bg-sHb • m-^bffl 

miai^ <h . i^tt<7)^K:(i (friars >^m0j^^i±i^^ii^L, m^itvm 

[0 0 4 5] 

$^<Oi3(?)AE Sti&r • tl-^M^gti, AESBf^b^. AEStf 

^l-v^^^^i-^^2 ^-^^> KSP53\ ^T^^-T^gPflt^^^tfAES 
Bf-SHb£^\ AE SfI^fbfr^£^T^£ AE SB^- • ft^M^-C&oT, 
till ir^yy KSB55\ nmUftlZ Lfz^mmXtl V'J* ffrh^y-- 

Bt-t^^u(imieT7 -f >gg&iii8&om:*j *a#:u m^-itnm 
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[0 0 4 6] 

SBf-^- • ifMtlt^oT, mien i <7)WiR^&, mmryj y^&mfe 

, suffix 2 <75iiiR^, Huis^m^^-r^, mzT7t ym&m&. 

[0 0 4 7] 

AEStii, #o7# (Galois f i e 1 d , GF) ±Oi£J££, 
[0 0 4 8] 

iir\ GF (2 8) ±otno^t^ta 0 
[0 0 4 9] 

HfeK, GF (p) ±07C^^m<h-t-^m^<7)^^(±, m^-m^ (i r r 
educible polynominal) £S<h1-&#nl|:<!:ffiilUo^T'f£ 
&&U :wfr^GF ( P m) t^ia-T^o GF (2 8) ±(D#Jljt(±, HftK 

[0 0 5 0] 

b7x 7 +b6x6+b5x5+b4x 4 +b3x 3 +b2x 2 +bix 1 + 

b 0 (Do 

[0 0 5 1 ] 

b i (0^i^7) fi x **OT#GF (2) ±<7)^ff &<7)T\ 0^1 
-C&& 0 (1) fi> i^mo^^OtUL lb7b 6 b5b 4 b3b2bibol 



[0 0 5 2] 

GF (2 8) _Ltc(i3 0^# ^ OBt^#^^^>^\ AESWM (2) 
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[0 0 5 3] 

m (x) = x 8 + x 4 + x 3 + x + i (2) 0 
[0 0 5 4] 

AESHi3tt4GF (2 8) ±wjDlCov^i^t^o 
[0 0 5 5] 

gf (28) ±ospjt(±, h ;wfEffi$n^iRotr y h crtwmm&mm 

(X O R) £ £2>tzlfC£^* 0 la 7 a 6 a 5 a 4 a 3 a 2 a 1 a 0 

( t |b7b6b5b4b3b2bibol t <7>fn |c 7 c 6 c 5 c 4 c 3 c 2 

c 1 c oi (3) tg^nie ^m^mm*. m^^mtn L*m 
iti-tu^ £ < , gf (2) ±.(DDmnfflmm&mn (xor) fi^-c&^o - 

[0 0 5 6] 

c j=a i<XOR>b i (0^i^7) (3) Q 
[0 0 5 7] 

il3lt *"D7fGF (2 8) ±<Dl)m%*<7)WZ7fs-f7n tm^h&o 
[0 0 5 8] 

HI 3 Z^m-f&t, a-F^xTCUGF (2 8) ±<Djjun^, XOR 
[0 0 5 9] 

a e s t^iott g f (28) ±<7>mm^^xmm-fz> 0 

[0 0 6 0] 

mi4(i, #n7«:GF (28) ±<d 2 mm^MZTF-fru y ?mv$>2> 0 

[0 0 6 1] 

fjsUti, M^<7)2<7)-<#^i:iP»(7)m^^t>-il-C-^i-^>o Z-f\ At)* 

2m-f&iimzmw-r2>o ^ d) £2= 1000000101 isi-£-£:f±> 

b i t ->7 hi-/SC<htc^Lv> 0 
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[0 0 6 2.] 

b7x8+b6x 7 +b5x 6 +b4x 5 +b3x 4 +bix3+bix 2 + 
b o x 1 ( 5) o 
[0 0 6 3] 

-<7)^ (5) £, R (2) -C5cHL£m (x) WtLTKI-lCt^o b 
7 = 0 &^f«#J-C&£rt ? , b 7=ie>®&i*®L%)X'ii%^<7>X\ 5$ (5) ^<b 
m (x) tmU-tZ. -t%t>*>. Ilbl = 10001 101 11 tXORt^ 
<j£^ ? && 0 CIO— ilOi&ftfi, fcfcx.lf, mi 4 K^LfcEi&TMfx.*o 
[0 0 6 4] 

fff<^t^iil^ «5M**f&£1-*2f*|l|*&fcANDr-K Jn 
[0 0 6 5] 

1115 14, ifuTWGF (2 8) _h<7) #n 7#lfeJ*3£ <DM *7Ft"7 n >y * BIT' 
^> -5> o 

IS 1 5 C j3V>T, r2 Xj (4, HI 1 4 O 2jg|I]jJ&£^-ro * TXORJ {4, 
il3«S-C*5oI^fei:U5^ m^ritmt 10 21 , 10 31 f& 
om&tf'&WlzteZo QL^mit 1091, 10 bt . fOdl , \0 e\ \%<D 

[0 0 6 6] 

*%W<vm l ^*fco#3SS»cou>ria®«:#j!gL-c#j|«tzSiW1-*o 
[0 0 6 7] 

EI 1 (4, ^3P^Ofj| 1 WllWff;i(?)«5-^t7'n -y tmx&ho 
[0 0 6 8] 

El 1 fc, 1 WP^O^lOiiii, A2J*x- H01 

t, ^J-T^^yu^-f 1 02t, xtMX-ftWT. ^103t ff^^'/l'*"* 
104^ S-boxf-yiH05t #^-r-r;U 1 0 6 <h , JifnTftG F 
(2 8) ±©3(fD7#*fS 1 0 7 if^fl/y^ * 1 0 8 <b, **n7tt 
It? 1 0 9t IIl/yX^110 H^fi$il4AE S Bf J %it%iW.X$>2>o 
ifc, m&XjJl'Z'X? 103, ffrn'+'fl'fy-l 04, S-bo xf-^ 
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10 5, Mf-yJH 0 6, ifurfcGF (2 8) ±jr>ifu Tft$iW& 1 0 7 

it 

, &±Z>\ mM&mi'i''X* l 0 8 £^tr£&#£ AE SBf-^EIJ^ 1 1 1 tt^o 
[0 0 6 9] 

A*D7#GF (2 8) lo*'o7^|Sl 0 7(4, El 1 5 «9 
. HI 5<7)b 7 ~b qI-I^ S-b o xf-^H 0 5<7)tB^8 tf y M ? A^ £ 
ft. a i - a o itf-7> 1 0 6 <7)thjj 2 tf y h (£ t ;L(4\ El 2 O^f 

*&5c 0 <7)gm 1 (7) | 0 1 I ^f2t*yh "01" ) ti*m$iZtiZo a 7 - a 2 
WgP^|5IK(±, Klt*<TJ:^. ifuTifcG F (2 8) ±©^n7ft**Sl 

0 7i:ii, dl 5<^*^ty7& s 4^I5tt^tL^o 

[0 0 7 0] 

10 3. m$t&&UisX? 10 8(i, £3£I$I8K ^^7>f 

[0 0 7 1 ] 

A^J^x- H 0 1 It So, 0 ~S 3, 3<7)1 6j@<7)SSf (t*-*) TT*£> •) 
, ^-ti-rftO^ftte, 8 tfy ht*-6 0 A2j*"r- h 1 0 1 O 

1 ?IJTO^\ 77Kx T Pjm^ U V* * £ ft&o 

[0 0 7 2] 

m^^^y'l-^^ 1 0 2 (4, 4£iJ&&A^7"- M01 ^<b*i5E$n/c 1 90 

4mm*miRLiti?)-fz>o mMx-ftw?.? 10314, m-^^f-fv?*)- 1 0 2 

1 0 3 04gfE^J^£ft7t:?T(l&& IS* (8 tfy h) ^ii^Lm^i-^o 
S - b o x r - y'^ 1 0 5 (4, 'K~?)Vf--7V>7*y 1 0 4 OtB^J ( 8 tf -7 h ) 
yTvtTsh LT8 tfy K7)f-HW^o S-b o xr-7JH 0 5(4. 
££x_(4\ 2 5 6ISX 8 \£v hOROM, RAM. ££(4, EI IM?"? 

[0 0 7 3] 

S-boxf-7JH0 5 0tb^(4, GF (2 8) ±<7)Jfn 1 0 7 

. 0 6ri»lb«8cj& f 0W&3*l, GF (2 8) ±<^|f7^T£*t& 
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"o Vl*^^v^.^ 10 8lt GF (2 8) i^#D7fffPl 0 7<7)m#<7) 
IlS^ti^ 4 x 8 k' y h Wr - ^ ^^t^, 0 #0 Tfl^n#Sf 1 0 9 (4, 
f^y^^'l 08O4X8fcfy h Ofit t ^If l/y'XM 10 ±<7>ft tOGF (2 

8) ±<7)i}mznnirz>o %%wt.9 1 1 o»±, *'o7ttin o 9<?)m?j 

(4X8 tf -j h) *^iWi-&o :<OJ: 9 CLT, h l^iJ^S u b B y t 

e s , Shif tRows, MixColumns %)M<D ■? % 1 / 4 (1 Sllfcfr 
) ^Tt^o 

[0 0 7 4] 

il 6(i, ll^S-box x-T^ 10 5 Oft#£7Fl-f&TO-r£>& 0 
[0 0 7 5] 

Ell 6 ^t, S - b o x f - 7'iH 0 5 Ortflt #f M 1 (F 

IPS197, Figure7) tC^StlTv** *>OT?«fc 0 , ££xJ4\ >f >T"* 
|b 3 1 -C**U4\ l*l#(4 N 16 dl T-&£ 0 
[0 0 7 6] 

13 2(4. HI <DVfr%t.7--7)V 1 0 6 <D\H^*7fi~tmPnmX~$>2>o 
[0 0 7 7] 

0 2 *#Jffli"4 fc, ^m-r-r^ 1 0 6<7>l*l#(4, l^tf 1 (F I P S 1 
97, it (5. 6) ) K^S*ia#&fTyj*te*LfcfcO-?*;&o 
[0 0 7 8] 

[0 0 7 9] 

in 3 <±. *§£w<?>%i 1 <DmMmm.<r>mftzm-rmnm^$>z><> 

[0 0 8 0] 

13 ^#B.s-r^> fc, ^m\z.%%VV7,9 1 1 0 £-tfn? «; T LTi3< (II 3 S 
3 0 1) o i-f, &0?!k f£0*T ?:Mt^o n^^^-fV^^ 1 0 2 liXf- 
h 1 0 1 7&»»b&0?iJ£&IR, &?)-fZ> (@3S 3 0 2) 0 Zto^frb'fi'? )\<?-f 

1 0 4(4, m0ft(DS 0, 0 £«^> tb^J-T^ (H3 S 3 0 3) o S 0 , 
0tS-boxf-7JH0 5i:J:^IU:gf^S' ' 0, 0 £1"* (®3 
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s 3 b 4 ) o„ s ' ; o , o ^ io6fl)*»o *t <t> 4 jscom^j tutir l 

, m&LXiiiJj-tZ (EI3 S 3 0 5) o A'U FfiW*"n7ft*I^l 0 7OHJ 
^(i, lll/y^? 1 1 O^FW^Djf (12 3 S 3 0 6) 0 

[0 0 8 1 ] 

iwuttc miwmms i, 1, %2?\\m2ns 2 , 2, *3yij*3ffS3, 

3 yMIt^o ?ij7^f 1 0 2(1, A^f-M0H>f), -en 

-Til, »1, 2, 3?"J£jS4R, mtJ-f&o fwtf^?>, ff7^f^ni0 4 
(i> **i-€**U Hlff^S 1 , i,^2^f<7)S2, 2»^3tf^S 3> 3^)1^ 
, m^J-r^o Si, 1, S 2, 2» S 3j 3 £-g-ft-r*iS-b o xr-7)H 0 
5t:i^^L^^S' ' i, i, S* ' 2, 2> S* ' 3, 3<^U ^ 
ftiMf-^HOGO^l, 2, 3tf<0 4lB<^m^tm»L. iSlgLTtbtJ 
tSo 4/sW hf«*-n7MI^l 0 7<7>tb#ii, 1 1 0<7)|*]W 

Ktfnrffc&nJMSl 0 9 IZ£ 0 Snlt £ n £ 0 *"nr flaunts 1 0 7^<b0^3^f 
<7>m2j£3lli:i/v** 1 1 0 lCflnltL#*>&fc, Hl/y^MlOC, 1^J4 
^^55-<7) SubBytes, Shif tRows, MixColumns l&Mtf 
&htiZ> (0 3 S 3 0 7) o £«>f#ibftfcig*f±, HI 2 5 5 <7)^ 

S (G 1 adma n G9^&) tf>*£*t:U£ Lv\> 
[0 0 8 2] 

*%W<DWi 1 O^l^iiWt St±, IH2 5K^Lfc2MW:£ift5 (Glad 
man) 0^j*Hi5»t S - b o x 1 7 0 1 fc^Odi^^^C'M 

ft^-K->x7iSrftl/l 6 KH!l#L£:£K:afe£ 0 EI 2 5i:^L/:^ftti±, 
3 2 tfy h 2 5 61£<7)x--7*;i/£4«3g, ft3 2 k \£ y b<D^- F^x7|)S^ 
-£«5?-e*4o —1f> M 1 C^L7t^#§^<7)^-e(±, 8 My h 2 5 6I§<7) 1 j@<7) 
S-boxr-7iH0 5 (ft 2 k If y h ) #"n Tfl^WSI 1 0 7 <h "CIsl^O 

[0 0 8 3] 

8t*7 h 2 5 6 m<D S-boxt-7iH05 O&mtWfr- 1 73 Y- Y $> •} 
, -*ii:Jt^LT 1 HIT*L^^^**n7«:tISl 0 7 <7) 

Mifttfre £.3?^y\- K^x7lliS-b o 1 0 5 (7) 
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5^ft i^mwom i (vmnnMmiz. 3 2 k tr* h^-r^^iMti*:*: 

i5 (G 1 adman) WtftlCJt^, 1 / 1 6 <D^- j. TM^T*|W|#<^^ 
[0 0 8 4] 

T*(i. l£5iS-b 0x1701 0[*I#^^:Ti^^ft»LTio<#irfIt«5 (G 
1 adman) O^^t 19 , /h$*S-bo xf-7>l 0 5 t'^WSk* 

[0 0 8 5] 

>x iz , <d m 2 (ommmm u o ^ r mm * mm l t k g&i» -r * 0 

[0 0 8 6] 
[0 0 8 7] 
[0 0 8 8] 

HI 6 ti. r s, m^PvX? r t Of- ?BEg£^-t-f&TOT:£ 

[0 0 8 9] 

0 7 (±> ae SBt^b^oEPit^m^toKii^^^i-^iii-e^^o 

[0 0 9 0] 

^#It3C$£5 (G 1 adman) <7> y ~7 Y *y x. T[6]tt T )V =n; XA 
*ffi^SriitnU Hll i:^L/:^Oil(7)»fl^t^t LTfiJffl 

u ae sBt^b^s^n^-r^ tw*4 0 

[0 0 9 1 ] 
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II 

t "AE S_S SM (AESSubBy tes, ShiftRows, M 

i x C o 1 u m n s ) " t~tZ> 0 lO^IU^^'/^ 9 r s , titfjlsi/X 9 r 
t, mW. i mm<7)3{®<7);t^ > K£fc£o XlUsi?** r s, tB^PvX? r 
t ti, 3 2 Vfy hSW±*«9, Xf - FOlf^ 1 ^ 4 LT^T' # 

[0 0 9 2] 

-etl-TtL, H6 (a) ti, A^vX* r s ^x- 7 SEg£ , HI 6 (b) t±, 
mi\, "J 7. 9 x t <DT'-9mW%7sk1-o H5H7F1- "AES_SSM" ^(i, 
Atll^vX ? r s <7)gpfi£ i mmi: J: oTlB5e£*L£:fif O 1 ^S-boxf 
-riH05t«L (S-box () tm~& , **D7MIil 07i:i^ 
GF (2 8) JtOffefcKlJ: «9 1 0 1 I , 10 2f , $fc*±, 10 31 f&U HI 7 
K^-JK#T*fcLTffl#l''>';** r t Kl&iM1-So 
[0 0 9 3] 

7 7 h ^iTTtfftOfllffiU'vX* r 0 -fllffll'vX? r n ( "AE S_S 
S M" fit^<D r s , r t \Z X *) r0-rn^f), A3j U y'X * r s , ffi^J U v'X 
9 r 1 ri*l o-foJg5E£*l&) ^^WfflUy*X^S4 0 1 "AES_SS 
M" ^ n - K^t&tt $ *l&4M*/< 777 4 0 2 ^ f'3-/4 0 3 t ffift 
Uy^H0 4h, fflffil l/yX^4 0 5 i:, Ifttt l/yX^ 4 0 6 t, Iffft U v X 
^ 4 0 7 t, MKi >X 9 4 0 8 «!: > ffi&) U v X 9 4 0 9 <h , X O R <7>?f ^i:7^> ? pT 
^t£&tfLffi?£l?[Il!& 4 10^, ?|f^l/v7^4 lit, tl^A/fT'l/? 
t4 1 2i, ff-7)^f-y°V9^- \ 0 At, S-bo xf-7iH 0 5 t , ^gfcf" 
- 106t, #n TttSMSSi 107t U v X * 1 0 8 t frbmWL 

[0 0 9 4] 

£MX~mititzUfrtf, Hl<7)AESBf^-|lSSl 1 1 H (5(5*8^1" & 0 ffiJftl' 
y^M0 4, MSb U vX * 4 0 5 , MB* U^? 4 0 6, MB* Uy^N0 7 

, mw]Uy^9 4 o 8. iii/-/7N0 9, i&irism uy'xM 1 1 , mnm 
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[0 0 9 5] 

-en-rtL3 2 tr? ht^i), atjx-t- h i o i <n ae sm^ritfit^tn 

* r s, ai^WvX? r t H#J0^TP)tL*o 
[0 0 9 6] 

[0 0 9 7] 

HI 4 £#hb ^/<?7r 4 0 2 tC^^^^AE SBf^-fb^^-rn 
- r 4 0 3 tfn - K £ ft, rst:i»), iFLffi Uv'7?S4 0 1 £ ft£ 

?iJ<A&itt$*iTv>&A£jl'v* ? r s <£> 1 £0 4 /s-f h Of- * 7^ji!R£ ftfir 
fT'l/i't 1 0 4 CA^?Wo 1 0 4U1i, 0 3 

^f)Oimm (fr*i5g) K L T 1 4 /*>f h ^ <b 1 /*>f h Of- * 7& S S^ 
£ft, W&Jls-yX? 4 0 4 &cf£|tf£ ft& 0 tfz. i mmli, iil/y^^ 4 0 5 

[0 0 9 8] 

S - b o x x-r^ 1 0 5tli, iiUy^ * 4 0 4 ri*<b<0 1 /f>f - * 

tfcx-7MH 0 6tii, ^mhVVTs* 4 0 5*»t>Ofi 1 |&SelcL^:3& , v»|g2 tc^-f 
2 hf y h X 4 kf ' -y h , £-ft S\£vh (D^m^tHtl £ ft> n&J V V X 9 4 0 6 

[0 0 9 9] 

**D7M^1 0 7Tii, ffiMUz/X? 4 0 7frb<D 1 ->*>f hOf-^tl 
®)VV*9 A 0 6^<b<7)^mt<7)^^||^f^tL, 8kfy hX4<7)l|flSW 
H:^* * 1 0 8 K«M|«i £ ft& 0 iSlfclS* Uy^M0 8 1*3 <7> 8^7 hX4 

<DmW&W:li. m^5hfr-?)V^--7°V?*Y 4 1 2-eil^^ti, fn-/4 0 3frh 
<D r t \Z L^»iafflW^^»4 0 1 (DmtJUi/X 9 r t Ut&#l£ft£o 
[0 10 0] 
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111 8 14, AE S_S SM^fflv\ SubBytes, ShiftRows 

, Mi xCo i umn szmwt&^nzTF-t-wftmT-h&o 

[0101] 

1 ?ij-f of§£rt£tirv^ <h-f& 0 -ttz-teh. l^** r 3 KS 3, 3, S2 
, 3 . S 1 f 3 , So, 3 W * r 2 U S 3 f 2 > S 2 , 2 > Si, 2 - 
S 0 , 2^ ^^rli:S 3) 1, S 2 , 1, Si, 1, S 0 , 1 ^ 
X?r0CS 3 , o» S 2 , 0. Si, o- S 0 , 0^ d^MBK-tfi'M h 
bTitL^J M:|fi]^ot1&»i$^Ltv^ tf^o 0 8 U&^T, fcfy hrtofif 
f&ftimftilSJ*^ £ X O R <h ^ffi-T * o Z<Dt£s l7^>Kl»Sub 
Bytes, ShiftRows, MixColumns jUKi. lU 8 tC^f 
^iJ-C^S-Ci ho m 1 t it$ff 2> t , ?\\-?)V*f-f\s9yr\ 0 2 Kft-f 2> \t) * 

til 0 9 S:SfflfeWlfeaffi?t Jt^tcfi lftx.4^ii:J:»), HI 1 t -> $r-*- 

[0 10 2] 

AE Stfr^tlwMi, 8MfeW»Sff0ift*^*i, ^^'v 7 r 4 0 2 frh7-"=i- 
^4 0 3 tfn - K$ tL, iFLffi Py^^S4 0 1O2 o<7)#Lffi |x 9 frbZti 
^ffi 4;<4 tfmfriti £ ti, WW] V 9 4 0 8 , Mfl* 0 9 

IC^^tL^o iFLffl?SIT[g«&4 1 0T\ IK)Py^ ^ 4 0 8 tffiil/y'X ? 4 0 

[0 10 3] 

illlSf kyXN 1 1 1*1(7)4 hO£tfbtt&3ffi&#i@&(i« 

7>^^4 1 2tIiR$#i, T3-/4 0 S^fcffl^KLfcri^SFUBl'vX 
?3¥4 01»1 o<0ffi7jUv** r t Kt&iMStl&o 
[0104] 

115 tC^LfcAE S*ffl*fr-fr*SAi-*U4\ AE SHg^bfttati, 1 9 *7 > K 
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